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ABSTRACT
There are two interpretations of the term ‘square root law of
steganography’. As a rule of thumb, that the secure capacity
of an imperfect stegosystem scales only with the square root
of the cover size (not linearly as for perfect stegosystems), it
acts as a robust guide in multiple steganographic domains.
As a mathematical theorem, it is unfortunately limited to
artificial models of covers that are a long way from real digital
media objects: independent pixels or first-order stationary
Markov chains. It is also limited to models of embedding
where the changes are uniformly distributed and, for the
most part, independent.
This paper brings the theoretical square root law closer
to the practice of digital media steganography, by extending
it to cases where the covers are Markov Random Fields,
including inhomogeneous Markov chains and Ising models.
New proof techniques are required. We also consider what a
square root law should say about adaptive embedding, where
the changes are not uniformly located, and state a conjecture
about it.
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INTRODUCTION

The phrase ‘square root law of steganography’ was first coined
in [26], to mean that steganographic payloads should scale
with the square root of the size of the cover unless truly perfect
steganography is available. It was inspired by small-scale
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experimental evidence in [16], heuristic theoretical predictions
from [17], and a first mathematical theorem in [18].
A square root law has significant consequences for the
practice of steganography, since it implies that an imperfect
steganographic channel has zero ‘rate’: the more payload
is sent, the more sparsely it must be spread. The covert
channel never completely dries up, but transmission times
grow quadratically with the total payload ([19] seems to be
the only literature on how practically to live within a square
root law). This is especially so since perfect steganography
is confined to extremely low-bandwidth scenarios, and is not
achieved in digital media [24].
The theoretical work underpinning the square root law [2,
11, 18, 20–23] applies to highly artificial models of steganography, where the covers are typically assumed to have independent and identically distributed elements, or which form
a stationary Markov chain, and an embedding operation that
applies independently and identically to each location. We
will survey the literature more thoroughly in Sect. 2.
The first proper experimental validation of a square root
law was performed in [26], which analyzed detection accuracy
versus cover and payload size for then-leading steganography
and steganalysis algorithms, in raw and JPEG images. Close
adherence to a square root capacity law was observed, even
though pixels in digital images are far from independent or
1st-order Markov. To our knowledge, this 2008 study has
yet to be repeated for modern image steganography and
steganalysis, or for adaptive steganography with a knowing
attacker [6], but in the linguistic steganography domain the
same law has been exhibited recently for adaptive steganography [35]. On the square root law’s robustness, the survey
paper [24] said
‘What is remarkable about the square root
law is that, although both asymptotic and
proved only for artificial sources, it is robust
and manifests in real life. This is despite the
fact that ... empirical sources do not match
artificial models.’
Our aim is to widen considerably the scope of artificial models
for which a square root law holds, bringing the theory closer
to the practice of digital media steganography.
In Sect. 2 we survey and collect existing square root laws
into a common notation. In Sect. 3 we propose a different
information-theoretic approach to demonstrating square root
laws, and prove a lemma. Section 4 contains our main results, a new square root law for a Markov Random Field
(MRF) cover model: one half applies to very broad classes of
MRFs, the other to a more restricted class, but wide enough
(Sect. 5) to include both inhomogeneous Markov chains and
Ising models. In Sect. 6 we discuss how a square root law
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should be modified for adaptive embedding, where the embedding changes are neither uniformly located, nor necessarily
independent. We conjecture on the result that might be
shown using an extension of our techniques. In Sect. 7 we
draw conclusions and suggest further research.

shall call a no free bits condition, enforcing some difference
between Pn and Qm
n : this condition depends on the cover
model being studied.
To say that every detector is asymptotically random means
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i.e. the detector’s advantage over random guessing tends to
zero. Such a property cannot hold if there are regions with
no uncertainty in the cover distribution, so square root laws
must impose what we shall call a no determinism condition,
the form of which depends on the cover model. It will ensure
that every cover object has a probability bounded away from
zero.

SQUARE ROOT LAWS

The first publication to analyze asymptotic steganography
capacity [18] set the format for square root laws. They
concern covers of size n and a payload size, dependent on the
cover size, m(n). They make certain assumptions about the
probability distributions of cover and stego objects. Under
such assumptions, the laws give a critical rate for m(n), which
we will call r(n)1 . Then
(i) if m is above the critical rate, m(n)/r(n) → ∞, then
an asymptotically perfect detector exists;
(ii) if m is below the critical rate, m(n)/r(n) → 0, then
every detector is asymptotically random.
We call (i) the upper bound, and (ii) the lower bound, on
asymptotic payload size, and will make the asymptotic detection notions more precise in a moment.
Typically, if n is the number of embedding locations in
the cover, and steganography is performed without source
√
coding [10], the critical rate is r = n, hence the name square
√
root law. Source coding can increase this to r = n log n,
but not beyond: we will consider this case in Sect. 6.
Let us fix some notation that can unify the square root
laws we discuss. They concern a binary classification model
of steganalysis: the detector has an observation Xn drawn
from either a cover distribution Pn , or a stego distribution
Qm
n ; they wish to determine which distribution it came from
with low false positive (mistaking Pn for Qm
n ) and false
negative (vice versa) error probabilities. Here Xn is some
n-dimensional object consisting of perhaps n pixels, transform coefficients, frames, or other type depending on the
medium (but in this paper we will just call them ‘pixels’).
We have emphasised that the stego distribution depends on
the payload size m.
A detector has to be parameterized by the size of the object
it is considering: think of a sequence of sets (A1 , A2 , . . .)
determining the positive classifications for each cover size:
if observation Xn ∈ An then Xn is believed to come from
Qm
n rather than Pn . To say that an asymptotically perfect
detector exists means that there is such a sequence with
PXn∼Pn[Xn ∈ An ] + PXn∼Qm
[Xn ∈
/ An ] → 0 as n → ∞, (1)
n
which is of course equivalent to requiring that both the false
positive and false negative rates tend to zero. We do not
enforce a condition on how fast they must tend to zero, which
will depend on how much m(n) exceeds the critical rate r(n).
In square root laws, (1) cannot hold if the cover and stego
distributions are not different: we emphasise that square
root laws do not apply to perfect steganography where Pn
and Qm
n are identical. Therefore they must impose what we
1

This is not a rate in the signal processing sense, since it is almost
never linear in n.

[Xn ∈
/ An ] → 1 as n → ∞, (2)
PXn∼Pn[Xn ∈ An ] + PXn∼Qm
n

2.1

Existing Square Root Laws

Let us survey the existing literature on square root laws,
identifying the cover and embedding models along with the
no determinism and no free bits conditions on them. Note
that the asymptotic results have not always been stated
exactly in the form of (1) and (2) but are equivalent, or can
be adapted, to them.
The first publication [18] is an outlier. It concerns steganography in n independent objects and makes the strong assumption that the detector reduces each to a one-dimensional
continuous observation; the effect of an embedding operation
in one cover is to shift this observation, in proportion to the
payload embedded (which enforces a no free bits condition).
This is a simple abstraction of quantitative steganalysis [30],
but not very realistic. To make proof in [18] work, the observations must be independent and the second derivative
of their log density bounded below. The no determinism
condition is that the support of these observations is infinite.
The simplest square root law of the type we study here,
single objects with n pixels, is found in [20]. The cover model
Pn consists of pixels which are independent and identically
distributed discrete random variables with mass function
p(x). There are two common embedding models:
(a) replace a uniformly-chosen m out of n pixels, or
(b) independently with probability m
replace each pixel,
n
by random variables with mass function q(x). (a) is a good
model for simple uncoded embedding operations such as bit
flipping; (b) is not a good model for a fixed payload, but it
is rather easier to analyze because the stego pixels remain
independent. The no free bits condition is that p and q differ.
The no determinism condition is that p(x) is nonzero for all
x. Both cases (a) and (b) are proved in [20] (Thms. 2 and 1,
respectively). The case (b) is extended to independent but
not identically distributed pixels in [23, Thm. 2].
The proofs of these results depend critically on independence between the n elements in Pn . This may be a reasonable model for batch steganography (the n elements are
separate objects) with a fixed cover source, but it is absurd
for pixels or transform coefficients in a digital image, or
frames from audio or video. In [11] the cover distribution Pn
is generalized to a stationary finite-valued Markov chain. It
is required that its transition matrix contain no zeros, which
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functions as a conditional no determinism criterion. The
embedding (termed ‘mutually independent embedding’) is of
the type (b), above, and the no free bits condition is that the
second order co-occurrence probabilities are not preserved by
the embedding process [11, Assumption 3].
A different generalization can be made to account for source
coding in the embedding process [13], which every modern
stegosystem should employ [24]. Source coding has two effects
on square root laws: it may cause embedding changes that
are not independent, and the number of embedding changes
is sublinear in the size of the payload. We will discuss the
former in Sect. 6. For the latter, the critical rate is increased
√
√
from r(n) = n to r(n) = n log n (rate-distortion bounds
show that it cannot be increased further). A square root
law for source coding was proved in [21], for the independent
pixel model. The no free bits and no determinism conditions
are the same as in [20].
The above results all assume that the detector has perfect
knowledge of both (a) the cover distribution Pn , and (b) the
embedding process and payload size m, which gives perfect
knowledge of Qm
n . It is not difficult to generalize them to
the case where m is unknown (although such proofs have
not been published) but the case where Pn is imperfectly
known has proved more challenging, in part because the
information theoretic machinery does not deal well with
unknown distributions. In the case of an extremely simple
i.i.d. Bernoulli cover model, where the Bernoulli parameter
is learned empirically, a modified square root law is proved
in [22]: here, the critical rate depends on the amount of
training data available to the detector, but the square root
order is maintained as long as the amount of training data
is at least linear in the amount of testing data. There is
investigation of a highly artificial nonstationary version in [23].
To our knowledge there has been no further progress on square
root laws where the detector has imperfect knowledge. In this
work we will confine our attention to the perfect knowledge
case, but return to it for future study.
Finally, there is a square root law for steganography in continuous noisy channels, [2]. There is not space to re-state the
result here, but we note that the what seem major differences
with the previous models (the signal is continuous; there is no
pre-existing cover; both the receiver and the detector receive
the sender’s signal subject to different, independent, additive
Gaussian noise) are not so great on closer examination. The
noise functions as a cover, the no free bits condition is enforced by additivity of the signal, and the no determinism
condition by nonzero noise amplitude. The proof of the upper
bound is a close continuous analogue of the i.i.d. discrete
case. For the lower bound, as well as a continuous analogue
of the information theoretic arguments for the discrete case,
it is also necessary to construct a codebook with enough
robustness to defeat the noise.
We should briefly discuss some non-square root capacity
results in the literature. These are linear capacity laws for
perfect steganography [3, 5, 31, 34]. Such systems are closer
to cover generation than the cover modification paradigm we
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consider. If the cover source is completely known the embedder will mimic it, or otherwise they learn about it empirically.
These systems have the opposite of a no free bits condition:
either exactly or asymptotically, all payload bits are ‘free’,
because stego objects match the cover distribution. However,
we stress that systems are only perfect for a particular cover
model (i.i.d. in the case of [3, 5, 34], k-order Markov in the
case of [31]). If the true cover source deviates even slightly
from the artificial model, this could be exploited (with exponentially vanishing error rates) by a knowledgeable detector.
Perhaps this explains why (imperfect) cover modification is
overwhelming dominant for digital media steganography, and
square root laws are observed in practice.
We argue that the largest gap between theory of published
square root laws and the practice of multimedia steganography is the cover model. The most complex yet analyzed
is a first-order Markov source which, although having simple memory, is a poor model for images because of its onedimensional nature. Although [11] claims that the result can
be generalized to a Markov chain of overlapping patches, it
is not clear that this is true: the no determinism condition
bans zeros in the transition matrix, which would have to be
present in a transition matrix of overlapping patches. In any
case, it still would not model two-dimensional dependence as
fully as, say, a Markov Random Field. At a stretch one might
model a digital video as a one-dimensional chain of frames (a
Markov version of the batch steganography model), but we
know from video compression that inter-frame dependence is
long-range and bidirectional.
The main focus of this work is to prove a square root law for
a wide class of multidimensional covers, with almost arbitrary
finite-range dependence between the elements. This includes
inhomogeneous Markov chains and some d≥2-dimension Ising
models. We will do so in Sect. 4.
Furthermore, we would wish to combine such a cover model
with an embedding operation that permits source coding. At
present, the results of [21] and [11] cannot easily be fused.
Now a no determinism cover condition seems too strong: if
parts of the cover are deterministic (too risky to change) they
will simply be avoided by the embedder, which is possible
if source coding is employed. We should only require that
enough cover locations satisfy a (conditional) no determinism
condition. Such considerations must be part of a square root
law for adaptive steganography and we will discuss the form
this might take in Sect. 6.

3

TOTAL VARIATION

Typically the upper bound of a square root law (recall: if
m is above the critical rate then an asymptotically perfect
detector exists) is proved by construction. A detector is
proposed, and its error rates bounded using tail inequalities.
Typically the lower bound (recall: if m is below the critical
rate then every detector is asymptotically random) is proved
by showing that DKL (X ∼ Pn , X ∼ Qm
n ) → 0, where


X
PP[X=x]
DKL (X ∼ P, X ∼ Q) =
PP[X = x] log P
Q[X=x]
x∈X
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is the Kullback-Leibler Divergence (KLD) from distribution
P to Q. In the sum,2 X denotes all possible (nonzero probability) values of X. KLD has many notations in the literature;
we have included name of the random variable X in case
the distributions P and Q define other random variables not
available to the detector. Note that KLD is only well-defined
if X has the same support under distributions P and Q.
Proving that DKL (X ∼ Pn , X ∼ Qm
n ) → 0 (known as
convergence in KLD) is sufficient to show that every detector is asymptotically random, something known since
Cachin’s early work on the information theory of steganography [3]. Cachin defined a stegosystem to be ‘-secure’ if
DKL (X ∼ Pn , X ∼ Qm
n ) < , and bounded the performance
of detectors via an information processing inequality. It is
likely that theoreticians have focused on KLD because of
Cachin’s example. Furthermore, KLD has useful connections with error exponents in the case of batch imperfect
steganography in stationary independent covers with a constant embedding rate, although the square root law tells us
that such a rate would be ill-advised.
However, convergence in KLD is a strictly stronger condition than every detector being asymptotically random. For
example, imagine ‘cover’ and ‘stego’ objects of n independent
pixels, distributed according to
PPn[Xi = 1] =

1
,
n2

2

PQn[Xi = 1] = e−n .

(3)

It is routine to show DKL (X1 , . . . , Xn ) ∼ Pn , (X1 , . . . , Xn ) ∼

Qn → ∞ as n → ∞, yet every pixel in both cover and stego
objects converges almost surely to the constant zero, and
any ‘detector’ that tries to discriminate between the two
cases is asymptotically random. It follows that ‘-security’,
for  small, is a sufficient but not necessary condition for
steganographic security.
Furthermore, KLD is not easy to work with. There is
the strong requirement that Pn and Qn have exactly the
same nonzero probability events, even if those probabilities
tend to zero and are therefore negligible for detection. The
logarithm in the definition makes analysis complicated (see
e.g. [21]). And, while easy to bound for independent pixels
(it is additive across independent components), KLD can
be extremely awkward to bound for dependent components:
the square root law for Markov chains [11] uses a highly
technical lemma, proved in [7], that requires difficult analytic
arguments. Perhaps this is why square root laws have not
yet been extended to more realistic cover distributions.
In this work we use a different information theoretic quantity. The Total Variation (TV) between P and Q, again
distributions defining a random variable X over the set X , is
X
PX∼P[X = x]−PX∼Q[X = x] .
DTV (X ∼ P, X ∼ Q) = 21
x∈X

It is not necessary for the zero probability values of X to
be identical under P and Q. Note that some authors omit

the constant factor. Other authors have briefly used TV in
square root laws, but only by immediate appeal to Pinsker’s
inequality
2DTV (X ∼ P, X ∼ Q)2 ≤ DKL (X ∼ P, X ∼ Q).
An equivalent definition of TV is given by
DTV (X ∼ P, X ∼ Q) = sup PX∼P[X ∈ A] − PX∼Q[X ∈ A] ,
A⊆X

which gives a strong connection with detection:
Lemma 3.1. An asymptotically perfect detector based on
X exists if and only if DTV (X ∼ Pn , X ∼ Qm
n ) → 1. Every
detector based on X is asymptotically random if and only if
DTV (X ∼ Pn , X ∼ Qm
n ) → 0.
The proof is elementary, for example see [27, Thm. 13.1.1].
In example (3), DTV ((X1 , . . . , Xn ) ∼ Pn , (X1 , . . . , Xn ) ∼
Qn ) → 0, proving asymptotic undetectability for this example, and demonstrating how TV can give a more refined
analysis than KLD.
Total variation can still be extremely difficult to compute,
and indeed there are few closed formulae for total variation
between standard distributions, but it can be easier to bound
than KLD. It is not additive, but is subadditive across independent components. Unlike KLD, it satisfies the triangle
inequality, and in a moment we will prove a useful result
about side information and TV.

3.1

Side Information for the Detector

As with KL divergence, TV cannot be decreased by the
presence of side information. Because TV is more forgiving
of impossible events in P that are not impossible in Q (as
long as their probability tends to zero), we can prove a lemma
that will be used in our main result.
We need a conditional version of total variation, which
does not seem a widely-used concept (it appears in [32]):
Definition 3.2. Let S be a random variable that has the
same distribution under P and Q. Then
DTV (X ∼ P, X ∼ Q | S = s) =
X
1
P(X,S)∼P[X = x | S = s] − P(X,S)∼Q[X = x | S = s] .
2
x∈X

Lemma 3.3. Let S denote the possible values of S. If S is
partitioned into S0 and S1 then
DTV (X ∼ P, X ∼ Q)
≤ P[S ∈ S0 ] + max DTV (X ∼ P, X ∼ Q | S = s). (5)
s∈S1

Proof. Abbreviating X = x as simply X,
DTV (X ∼ P, X ∼ Q)
X
X X
= 21
PP[S] PP[X | S] −
PQ[S] PQ[X | S]
x∈X s∈S

s∈S

2

For steganography in digital media objects the distributions will be
finite-valued, and in this paper we will consider the finite case. But
the definitions can be extended for infinite discrete, and continuous,
probability measures; with further analysis we expect the same results.

(4)

(i)

≤

1
2

XX
s∈S x∈X

P[S] PP[X | S] − PQ[X | S]
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P[S] DTV (X ∼ P, X ∼ Q | S)

s∈S
(ii)

≤

X

P[S] + max DTV (X ∼ P, X ∼ Q | S)

s∈S0

s∈S1

X

P[S]

s∈S1

≤ P[S ∈ S0 ] + max DTV (X ∼ P, X ∼ Q | S).
s∈S1

(i) uses PP[S = s] = PQ[S = s] and the triangle inequality.
(ii) uses DTV (X ∼ P, X ∼ Q | S = s) ≤ 1.

We will think of S as a ‘hint’ for the detector. The set
S0 are ‘bad hints’ that give too much information: we will
ensure that the probability of a bad hint tends to zero. The
hints in S1 are ‘good hints’ that give enough conditional information to the detector to make DTV (X ∼ P, X ∼ Q | S = s)
amenable to analysis, but little enough information so that
it still tends to zero, for any s ∈ S1 , below the critical rate.
We also state a simple result confirming that side information independent of the observed variables conveys nothing:
Lemma 3.4. If X is independent of S under both P and
Q, and S has the same distribution under P and Q, then

DTV (X, S)∼P, (X, S)∼Q = DTV (X ∼ P, X ∼ Q). (6)

4

A SQUARE ROOT LAW FOR
DEPENDENT PIXELS

Our square root law applies to covers whose pixels form
a Markov Random Field (MRF) [14] with bounded degree.
With only the addition of a no asymptotic determinism condition, we will prove the lower bound in Subsect. 4.1. Further
assumptions (ensuring exponential decay of covariance) will
be needed, as well as a no free bits condition, to prove the
upper bound in Subsect. 4.2.
We will need to identify individual pixels within an nelement cover, which we write X = (X1 , . . . , Xn )3 . A
bounded-degree MRF may be concisely described as follows:
each pixel Xi is allowed to depend directly only on a neighbourhood Ni , which is of bounded size. Any dependence
with Xi outside the neighbourhood is indirectly via Ni .
More precisely, there is a universal constant D (not depending on n) and for each i there exists Ni such that
Ni ⊂ {1, . . . , n},

i∈
/ Ni ,

|Ni | ≤ D.

(C1)

(We will label our assumptions, as above, in order to refer
to them later.) We also require that neighbourhoods are
symmetric in the sense that
i ∈ Nj if and only if j ∈ Ni ,

3

An example of a two-dimensional model of this type is in
Fig. 1, (an Ising model, of which more in Subsect. 5.2). The
pixels are indexed (i, j) and the distribution of each depends
on the values of its four immediate neighbours, so that there
are both horizontal and vertical dependencies. Here D = 4
and N(i,j) = {(i − 1, j), (i + 1, j), (i, j − 1), (i, j + 1)}. There
will also be some boundary conditions, either periodic (pixels
at the top/left and bottom/right are neighbours) or imposed
via auxiliary (fixed) edge rows and columns.
For embedding, we use the model of [20]. It is case (a) from
Subsec. 2.1, where exactly m = m(n) embedding locations
are selected; they are changed by some random procedure4 ,
identical at each location and independent of other changes
and the locations used. Unused locations are unchanged. In a
square root law for adaptive embedding it makes more sense
to consider case (b) from Subsec. 2.1, which is the mutually
independent embedding model of [11], for which see Sect. 6.
Our model seems more natural for uncoded embedding such
as LSB or Ternary Embedding, where the number of changes
is always bounded by a multiple of the payload size.
Formally, let L = {L1 , . . . Lm } be the embedding locations.
We assume:

(C2)

for all i and j.
We write Ni = (Xj | j ∈ Ni ) and the non-neighbourhood
as Ni = (Xj | j ∈
/ Ni , j 6= i). The local Markov property of
MRFs is that, conditional on Ni , Xi is independent of Ni .
This is sometimes written
Xi ⊥
⊥ Ni | Ni .

Figure 1: An example of a MRF cover model for
which the square root law can hold. Each pixel Xij
is dependent on its immediate neighbours, and conditionally independent of the rest.

(C3)

This is slightly different from the notation of Sect. 2, where Xn
represented an entire cover of size n.

{L1 , . . . Lm } is drawn uniformly from {1, . . . , n}.

(E1)

Suppose that β(x, y) is the probability that pixel value x is
changed to y at each embedding location. Write X\L for
the vector of pixels not in L. Then the stego distribution is

4

The randomness comes from the embedding key and payload. It
may be assumed that both are indistinguishable from uniform random,
which is a good model for compressed or encrypted data and wellchosen keys.
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given by
[XL = y, X\L = z | L] =
PQm
n
X
X
Y
···
PPn [XL = x, X\L = z]
β(xi , yi ).
x1

xm

(E2)

i

We need one further condition, ensuring that no pixel value
is made impossible by the embedding process. There should
exist δ > 0 such that
for all y there exists x with β(x, y) ≥ δ.

(E3)

Together, (E1) and (E2) describe how the stego distribution
Qm
n is derived from the cover distribution Pn . Observe that
the stego distribution will contain dependencies not present
in the cover MRF, and in general need not be a MRF of
bounded degree, because of the non-local property that there
are never more than m changes5 .

4.1

Identify a set of embedding locations {Xl1 , . . . , Xlk } by
their indices L = {l1 , . . . , lk }. Let Lk denote all possible sets
of k embedding locations:
Lk = {L ⊂ {1, . . . , n} | |L| = k}.
Where i ∈ Nj we can say that the embedding locations i and
j interfere, because their distributions are not conditionally
independent. Let Lk0 be the sets of embedding locations
where at least two interfere:
Lk0 = {L ∈ Lk | i ∈ Nj for some i, j ∈ L},

Lower Bound

The lower bound can be proved without further conditions on
the cover and embedding models, except for a no determinism
condition. It requires that each cover pixel value Xi is possible, conditional on its neighbourhood: this prevents a certain
stego pattern from occurring that could never occur in covers,
leading to a perfect detector. In fact, such a condition is
usually included in the definition of a MRF (all probabilities
must be positive) but we need a more uniform bound since we
consider covers of growing size, and potentially anisotropic
(nonstationary).
Thus we assume a no asymptotic determinism condition,
also banning the likelihood of any pixel from tending to zero
as n → ∞ (it parallels the requirement in [23]). There exists
a universal  > 0 (not depending on n) such that
P (Xi = xi | Ni = ni ) ≥  for all i, xi , ni .

conditional independence still holds, but of length O(n) so
that they still have plenty of confusion about the embedding
locations.
Of course, the true embedding process does not produce a
shortlist of possible embedding locations, but we can create
one by a method akin to those used in coupling arguments.

(NAD)

and Lk1 = Lk \ Lk0 . According to (E1), L is drawn uniformly
from Lm . If L ∈ Lm
0 , set S = L. Otherwise, set s = dn/2De
and choose uniformly
S ∈ {S ∈ Ls1 | L ⊆ S}.
By construction, this still chooses L uniformly Lm , but the
side information S, a shortlist of s = O(n) non-interfering
locations in which the true m locations can be found, can be
generated whether or not embedding takes place. It will be
used to bound the total variation between cover and stego
objects. The cases where L ∈ Lm
0 are special, since no noninterfering shortlist can contain L. The embedder may as
well give up and confess guilt to the detector in such a case,
because it has negligible probability:
(i)

1 − P [L ∈ Lm
0 ] =
Theorem 4.1. Assume (C1), (C2), (C3), (E1), (E2),
√
(E3), and (NAD). If m is below the critical rate, m(n)/ n →
0, then every detector is asymptotically random.
Proof. We will see that, with probability tending to one,
no embedding change will lie in the neighbourhood of another.
Conditional on their neighbourhoods, the pixels involved are
independent. So if we give the detector side information
about which pixels have been changed (which can only make
their task easier) then we have reduced the problem to the
lower bound of an independent pixel square root law.
However, we cannot give the detector the exact embedding locations, because this would effectively reduce n to m
(part of the essence of a square root law is in the detector’s
uncertainty about where to look). Instead, we give them
a shortlist of possible embedding locations, chosen so that
5

The results of this paper can be modified for the mutually independent
embedding model, where each location is in L independently with
probability m/n. A small addition is needed to the lower bound
proof of Subsect. 4.1, to show that too many embedding locations
has negligible probability. The upper bound proof in Subsect. 4.2
still applies, but it could be simplified since there are no long-range
dependencies.

m
Y

1−

i=2
m
(ii) Y

≥

1 Si−1
Nl ∪ {lj }
n j=1 j

1−

i=2
m
(iii) Y

≥

exp

(D + 1)(i − 1)
n
−2(D+1)(i−1) 
n

i=2

≥ exp

−(D+1)m2 
n

For (i), consider adding li to non-interfering set {l1 , . . . , li−1 }:
its location is uniformly chosen, and we must avoid choosing
from l1 , . . . , li−1 or their neighbourhoods. By (C2) this also
ensures that none of l1 , . . . , li−1 lie in Nli . (ii) uses (C1).
(iii) follows from 1 − x ≥ exp(−2x), at least for x ≤ 12 : here
x ≤ (D+1)m
, which certainly tends to zero if m2 /n → 0. This
n
establishes that, below the critical rate,
p0 = P[L ∈ Lm
0 ] → 0.

(7)

Next, fix any nonempty shortlist S = {l1 , . . . , ls }. Write
X
S = (Xl1 , . . . , Xls ) for the pixels on the shortlist, and N =
Ss
i=1 Nli for their neighbourhoods. Write R = X \ N \ XS
(the remaining pixels). This decomposition is illustrated in
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not permit the pixels to have different distribution. But the
change is not difficult, and we spare the reader an almost
identical proof. In [20] the distribution of p(x) is required
to have two properties. First, p(x) > 0 for all x. This must
be modified to pi (x) > 0 for all i and x, which follows from
(NAD). Second, in the proof of the ‘embedding probability
lemma’ in Appendix A, the key line is
‘there exists c > 0 such that, for all x, p(x) ≤ cq(x).’
In the non-identical distribution case, we require a positive
constant c such that, for all i and x, pi (x) ≤ cqi (x). By (E3)
and (NAD), qi (x) ≥ δ, so c = 1/δ will do. Combining this
bound with (8) and (9), we have
2
2
2DTV (X ∼ Pn , X ∼ Qm
n | S, N ) ≤ Cm /s.

(10)

Furthermore, because c is independent of S and N , so is C.
√
Putting this together we have shown, when m/ n → 0,
Figure 2: Decomposition of X into a non-interfering
shortlist (Xl1 , . . . , Xls ), their neighbourhoods,
and reS
maining pixels R. Conditional on Nli , the Xli are
independent of each other and R. m of the s shortlisted locations are used for embedding.

DTV (X ∼ Pn , X ∼ Qm
n )
(i)

≤ p0 + max DTV (X ∼ Pn , X ∼ Qm
n | S)
S∈L1

(ii)

≤ p0 + max max DTV (X ∼ Pn , X ∼ Qm
n | S, N )
N ∈N S∈L1

(iii)

≤ p0 +

Fig. 2. We can ignore the locations R, since

→ 0.

(8)

because the MRF property of the cover (C3) implies XS ⊥
⊥
R | N , and using (6). Conditional on N , we have reduced
the problem to a cover of independent random variables, since
the Xli ⊥
⊥ Xlj | N . The stego object does not have the same
property, because choosing exactly m of n locations (conditional on the shortlist, m of s) introduces weak dependency,
but this problem has already been attacked in [20].
Fix N , and write Ps for the conditional cover distribution
of XS given N . This is the independent product of the mass
functions for each shortlisted cover element pi (k) = P[Xli =
k | Nli ]. Write Qm
s for the conditional stego distribution of
XS given N . By (E2),
X
Y
Y
PQm
[XS = (x1 . . . xs )] = 1 
pi (xi )
qi (xi )
s
s
L⊆{1,...,s}, i∈L
/
|L|=m

i∈L

where
qi (y) =

X

CDm2 /n

(iv)

DTV (X ∼ Pn , X ∼ Qm
n | S, N )
= DTV (XS ∼ Pn , XS ∼ Qm
n | N ),

m

p

4.2

Upper Bound

The upper bound that we prove here is not as general, making
further assumptions of the cover MRF: polynomial growth
in neighbourhood size, and exponential decay of covariance.
Let us define a distance between locations to mean the
distance in the neighbourhood graph of the MRF. That is,
d(i, j) is the smallest d with
l0 = i, ld = j, li ∈ Ni−1 for i = 1, . . . , d.
We require a polynomial p(x) with the property that, for
all i and d ≥ 0,
{j | d(i, j) ≤ d} ≤ p(d).

β(x, y)pi (x)

x

is the mass function of element li if the embedding operation
is applied to it.
Applying Pinsker’s inequality (4),
2
2DTV (XS ∼ Pn ,XS ∼ Qm
n | N)
≤ DKL (XS ∼ Ps , XS ∼ Qm
s ).

s
Here (i) uses (5) with S0 = Lm
0 , S1 = L1 ; (ii) uses (5)
again with S0 = ∅, and N all possible values of N given
S; (iii) uses (10) and s ≥ n/2D; and finally (iv) uses (7).
Thanks to Lemma 3.1, we have proved that every detector is
asymptotically random below the critical rate.


Ri = {i} ∪ Ni ,
(9)

KL divergence between distributions of this form has been
studied. In the proof of [20, Thm. 2(ii)], it is bounded above
by Cm2 /s, for a constant C, subject to some conditions.
We need to generalize the proof, however, because [20] does

(C4)

This bans tree-like topologies, for which d-neighbourhoods
can be exponentially large.
Since we will now focus on distributions of pixels jointly
with their neighbours, it will convenient to abbreviate
Ri = (Xi , Ni ).

Observe that Ri ∩ Rj 6= ∅ if and only if d(i, j) ≤ 2.
The other condition is that there exist positive constants
c and C such that, for every set of indicators I1 , . . . , In on
R1 , . . . , Rn ,

Cov(Ii , Ij ) ≤ C exp −cd(i, j) .
(C5)
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Anon.

Finally, there must be a no free bits condition, that the
distribution of each Ri is altered by the embedding process.
There should be a universal constant  > 0 such that
m
DTV (Ri ∼ Pn , Ri ∼ Qm
n ) ≥  n for all i.

(NFB)

Theorem 4.2. Assume (C1), (C2), (C3), (C4), (C5),
(E1), (E2), and (NFB). If m is above the critical rate,
√
m(n)/ n → ∞, an asymptotically perfect detector exists.
Proof. By (NFB), for each i there is an indicator Ii with
PIi∼Qnm[Ii = 1] − PIi∼Pn[Ii = 1] ≥  m
.
n

(11)

AnP
asymptotically perfect detector will be constructed
from n
i Ii , similarly to proofs of upper bounds in independent and Markov chain square root laws, counting occurrences
of local events more likely in stego than cover. The mean
of this sum differs by at least O(m) between case of cover
and stego, thanks to (NFB). In the absence of independence,
the exponential decay of cover correlation (C5) prevents its
variance from growing more than O(n) in covers, and weak
dependence of embedding locations will prove the same for
stego objects. Standard arguments will then construct a
detector, asymptotically perfect above the critical rate.
To avoid many subscripts, let us write Ii for the indicator
in the cover distribution, and Ji for the same indicator in
the stego distribution Qm
n . Henceforth the distributions can
remain implicit. Summing (11) over all locations,
P 
P 
E
(12)
i Ji − E
i Ii ≥ m.
P 
To bound Var
i Ii ,
X


 (i) X

Cov Ii , Ij ≤
C exp −cd(i, j)

j

j
∞
(ii) X

≤

The first term is O(n), so it remains to bound the cases where
Ri ∩ Rj = ∅.
Let Ei indicate the event that at least one pixel is changed
in region Ri . Let Ii1 , . . . IiK be indicators for the possible
cover regions that can change to the region indicated by
Ii . Let Ci1 , . . . , CiK be indicators for the event that each
of these changes happens, given that at least one change is
made. Exactly one of Ci1 , . . . , CiK will be one, the rest zero,
and they can take the same distribution regardless of whether
Ei is zero or one. With these indicators,
Ji = Ii (1 − Ei ) + Ei

P
where Hi = K
⊥ Ii , {Iik }, {Cik },
k=1 Cik Iik − Ii . Since Ei ⊥
Ei ⊥
⊥ Hi . Therefore
Cov[Ji , Jj ]
= Cov[Ii + Ei Hi , Ij + Ej Hj ]
(i)

= Cov[Ii , Ij ] + E[Ei ]Cov[Hi , Ij ] + E[Ej ]Cov[Ii , Hj ]
+ E[Ei Ej ]Cov[Hi , Hj ] + E[Hi ]E[Hj ]Cov[Ei , Ej ]

(ii)

≤ Cov[Ii , Ij ] + Cov[Hi , Ij ] + Cov[Ii , Hj ]
+ Cov[Hi , Hj ] + Cov[Ei , Ej ] .

(i) is a property of covariance6 and (ii) is by the triangle
inequality and because all the random variables have absolute
value at most 1.
The first three terms of (15) are easily bounded by 1, 2,
and 2 times C exp(−cd(i, j)), respectively. For example
X
Cov[Hi , Ij ] =
E[Cik ]Cov[Iik , Ij ] − Cov[Ii , Ij ]
≤ 2C exp(−cd(i, j))

d=0

≤ C1 ,

Cov[Cik Iik , Cjk0 Ijk0 ] = E[Cik ]E[Cjk0 ]Cov[Iik , Ijk0 ]

a constant independent of i. (i) is from (C5). (ii) enumerates
the same terms (multiple times). (iii) is from (C4). (iv) is
because the sum is convergent: the ratio of terms tends to
exp(−c) < 1, so d’Alembert’s test applies. It follows that
P  X X


Var
Cov Ii , Ij ≤ C1 n.
(13)
i Ii =
i

j

We also need to bound the same variance in the stego case.
Recall that the embedding process can introduce long-range
(not exponentially diminishing) dependency, since exactly m
locations are used. We now find a sufficient condition for
such dependency to be negligible.
First, we can dispose of regions that overlap. Recall that
this happens only when d(i, j) ≤ 2. Then
j

XX

(16)

by {Cik } ⊥
⊥ {Iik }, Ij (which comes from (E2)), (C5) and
the triangle inequality. The fourth term is similar; we omit
the boring calculation but note that we need to take a step

C exp(−cd)p(d)

(iv)

i

(15)

k

≤

Cov[Ji , Jj ] =

Cik Iik = Ii + Ei Hi

k=1

C exp(−cd) {j | d(i, j) ≤ d}

d=0
∞
(iii) X

XX

K
X

Cov[Ji , Jj ] +

d(i,j)≤2

≤ np(2) +

XX

which requires {Cik } ⊥
⊥ {Cjk0 }; this is only necessarily true
because Ri ∩ Rj = ∅ (otherwise the decision on what to
change in region Ri will constrain the decision in Rj ).
For the fifth term of (15) it is more convenient to consider
Fi , the complement of Ei , i.e. the probability that no changes
occur in Ri . Note that Cov[Ei , Ej ] = Cov[Fi , Fj ].
Cov[Fi , Fj ] = P[Fi ](P[Fj | Fi ] − P[Fj ])
(i)

≤ P[Fj ] − P[Fj | Fi ]


m
= 1− m
1 − n−1
··· 1 −
n

m
− 1 − n−|Ri | · · · 1 −

(ii)

m
n−|Rj |+1

m
n−|Ri |−|Rj |+1



(iii)

Cov[Ji , Jj ]

≤ C3 /n,

(17)

d(i,j)>2

XX
d(i,j)>2

Cov[Ji , Jj ] .

(14)

If X ⊥
⊥ X 0 and Y ⊥
⊥ Y 0 then Cov[XX 0 , Y Y 0 ] = E[XY ]Cov[X 0 , Y 0 ] +
E[X 0 ]E[Y 0 ]Cov[X, Y ]. If also X 0 ⊥
⊥ Y 0 then the first term vanishes.
6
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for a constant C3 . (i) is because P [Fi ] ≤ 1, and P [Fj ] >
P [Fj | Fi ] since we assumed Ri ∩ Rj = ∅, so avoiding the
locations in Ri can only make it less likely to also avoid those
in Rj . (ii) imagines that the m embedding locations are fixed
while regions Ri and Rj are chosen uniformly at random,
and counts forbidden choices. (iii) is routine, tedious, and

m
mostly omitted: some calculation shows that 1 − n−k
<

m
1 − n−D−k
+ α/n, for some constant α independent of m,
and this implies the required result.
Finally,
(ii)
XX
P  (i)
Var
Ji ≤ C2 n +
Cov[Ei , Ej ] ≤ (C2 + C3 )n.
d(i,j)≥2

(18)
(i) combines (14), (15), inequalities of the form (16), and the
same argument as (13). This step only depends on properties
of the cover. (ii) is from (17), which bounds the effect of
long-range dependencies in the embedding process.
Now we construct an asymptotically perfect detector using
standard arguments. Define
P
I = i Ii , µ = EPn [I]
and give a positive detection if I > µ + 12 m. The sum of
false positive and negative errors is
[I ≤ µ + 12 m]
PPn[I > µ + 21 m] + PQm
n
(i)

≤

VarQm [I]
VarPn [I]
+ 1 n 2
( 12 m)2
( 2 m)

(ii)

4(C1 + C2 + C3 )n
→0
m2 2
above the critical rate. (i) is Chebyschev’s inequality and
(12), and (ii) uses (13) and (18).

P P
Note that
i
j Cov[Ei , Ej ] = O(n) functions as the
condition that long-range dependencies introduced by the
embedding process must overall be weak.
≤

5

EXAMPLES

We briefly discuss some cover models that meet the conditions
for the generalized square root law. We assume the same
embedding model, so that (E1), (E2), and (E3) hold.

5.1

Markov Chains

Let n pixels (X1 , . . . , Xn ), Xi ∈ {1, . . . , K}, be the realization of a Markov chain
P[X1 = i] = pi , P[Xn+1 = j | Xn = i] = pij .
The first state has distribution pi and the transition matrix
is P = (pij ). This fits in the MRF cover model with Ni =
{i − 1, i + 1}, as depicted in Fig. 3, with boundary cases
N1 = {2} and Nn = {n − 1}. Clearly D = 2, (C1) and (C2)
hold. (C3) follows from the Markov property.
As long as
pi > 0 and pij > 0 for all i and j,
then the lower bound holds. (NAD) requires
P[Xi = k | Xi−1 = j, Xi+1 = l] > ,

(19)
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Figure 3: A Markov chain in the MRF cover model.
but this conditional probability is equal to
P[Xi = k | Xi−1 = j]P[Xi+1 = l | Xi = k]
P[Xi+1 = l | Xi−1 = j]
which is bounded below by (min pij )2 .
For the upper bound, d(i, j) = |i − j| and p(x) = 2x + 1
works for (C4). (C5) follows from the exponential forgetting
(also known as exponential or geometric ergodicity) property
of Markov chains [28, Thm. 4.9]: there are positive constants
C and c such that, for all values x and y,
DTV (Xi+k | Xi =x, Xi+k | Xi =y) ≤ C exp(−ck).

(20)

In the case of (19) this can be proved by a simple coupling
argument [28, Ex. 5.1 & Thm. 5.2]. It is not difficult to
transform (20) into (C5), but for lack of space we will omit
the elementary proof.
Our no free bits condition (NFB) is equivalent to that
in [11]: the second-order co-occurrence probabilities are not
preserved by the embedding process. This might be difficult
to establish in practice, but thanks to [8] it has a simple
equivalent condition: there exist two pairs (x, y), (x0 , y 0 ),
such that one can possibly change to the other by embedding
(β(x, x0 )β(y, y 0 ) > 0) and which are not given the same
adjacent probability in covers:
P[Xi = x, Xi+1 = y] 6= P[Xi = x0 , Xi+1 = y 0 ].

(21)

Thus we have verified all the conditions of Thms. 4.1 and 4.2.
We remark that this upper bound comes from essentially
the same place as the proof in [11] – the exponential forgetting
property of Markov chains – though our analysis of the stego
variance is complicated by the long-range weak dependencies
we allow in the embedding. Unlike [11], our lower bound
does not use exponential forgetting; indeed it seems to be
completely different from the technical uniform continuity
proof used there, as well as more elementary.
Because we do not require even the existence of a stationary
distribution, the square root law can now be generalized to
nonstationary (inhomogeneous) Markov chains
P[X1 = i] = pi , P[Xk+1 = j | Xk = i] = pkij ,
with (19) strengthened to
∀k, i, j. pkij ≥ δ,
and (21) to
∀k. ∃(x, y), (x0 , y 0 ). β(x, x0 )β(y, y 0 ) > 0 ∧
P[Xk = x, Xk+1 = y] − P[Xk = x0 , Xk+1 = y 0 ] ≥ δ,
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where δ is a positive constant not depending on n. The
lower bound argument is exactly as above, and the upper
bound follows because such a nonstationary chain is still
exponentially forgetting, thanks to a small tweak to the
coupling argument that proves (20).

5.2

Anon.
K = PPn[Rij = x] − PPn[Rij = x0 ] > 0. Then compute
[Rij = x]
PPn[Rij = x] − PQm
n
X
(i)
= PPn[Rij = x] −
PPn[Rij = y]α(y, x)
(ii)

≥ α(x0 , x) K

Ising Models

(iii) m n−m n−m−1 n−m−2 n−m−3
= n n−1 n−2
n−3
n−4

2

Let n = N pixels, (Xij | i, j ∈ {1, . . . , N }), be the realization
of a 2-dimensional Ising model [14, Ex. 2.1], depicted in
Fig. 1. In such a random field the pixels are binary, and we
follow convention and assign them values Xij = ±17 . The
probability distribution is given by


X
XX
P[X = x] ∝ exp βH
xij + βJ
xij xi0 j 0
(22)
(i0 ,j 0 )∈Nij

i,j

where conventionally β > 0 is called the inverse temperature,
H ∈ R the strength of an external magnetic field, and J ∈ R
the interaction strength (we will impose some conditions on
them in a moment). Higher positive values of βH bias the
pixels more towards +1, and negative values towards −1;
higher positive values of βJ bias neighbours to be equal more
often, and negative values bias them to be unequal more
often. The sum is over immediate neighbours in the grid,
Nij = {(i − 1, j), (i, j − 1), (i + 1, j), (i, j + 1)}. We will take
the case of toroidal boundary conditions, where row (resp.
column) 1 is considered adjacent to row (column) N .
This fits the MRF model: D = 4, and (C1,C2,C3) hold.
The no asymptotic determinism condition (NAD) can be
established by direct computation:
P[Xij = +1 | Nij ] =
+

1
1+

e−2βH−2βJ(N + −N − )

K.

(i) is by (E2), and where α(y, x) is the probability that y
is
Pchanged to x by the embedding process. (ii) is because
y α(y, x) = 1 and using the fact that x was a most likely
cover configuration. (iii) simply computes the probability
that x is changed in one location to x0 . As long as m/n ≤
c < 1, we have shown (NFB).
This result can be extended to other Ising models:
· Give fixed boundary conditions instead of toroidal periodicity. Only (NFB) needs more work, because the neighbourhoods are no longer identically distributed, and we
must ensure that PPn[Rij = x] − PQm
[Rij = x] cannot
n
approach zero. The result follows because Dobrushin’s
condition ensures that influence of the boundary decays
exponentially fast (there is some detail here that lack of
space precludes).
· The conditions on H, J, and β can be relaxed somewhat [33]. Note that Dobrushin’s condition is sufficient,
but not necessary, for (C5).
· We can consider dimensions higher than 2, or models where
interactions occur at bounded distance rather than only
between immediate neighbours. The only part of the argument that needs to change is verification of Dobrushin’s
condition, which holds at least for H = 0, J > 0, and β
sufficiently small (this follows from [14, Ex. 2.1.3]).

−

where N (resp. N ) is the number of +1 (−1) states in
Nij ; this conditional probability is bounded away from zero.
We have established the lower bound of the square root law.
For the upper bound, d (i, j), (i0 , j 0 ) = |i−i0 |+|j −j 0 | and
the regular 2d grid gives p(x) = 1 + 2x(x + 1) for (C4). For
(C5) we use some standard results from statistical physics:
(22) satisfies Dobrushin’s uniqueness condition at least for the
cases |H| sufficiently large (pixels biased away from uniform),
or H = 0 and β sufficiently small (inter-pixel dependencies
not too great) [4]. Random fields satisfying such a condition
have many interesting properties, including [29] ‘any finite
volume covariance between two local functions f and g decays
exponentially fast with the distance between their supports,
with a rate that is uniform in ... the choice of f and g’, see
also [14, Thm. 2.1.3]. This is (C5).
Without solving the model, we can show that the no free
bits condition (NFB) holds for any sublinear payload. The
only exception is if H = 0 and J = 0 (i.e. a completely
uniform independent field). To see why, consider any region
Rij = (Xij , Nij ). Take x to be the (or, if there is more than
one, a) most likely cover configuration on Rij , and let x0 be
strictly less likely and differ from x in one location. Write
7

y

Non-binary Gibbs fields would be a valuable generalization.

6

TOWARDS AN ADVERSARIAL
SQUARE ROOT LAW

Having extended the square root law to a wider class of
cover models, we now consider the embedding model. Until
now, square root laws have applied to ‘dumb’ embedding
models, which apply some fixed random function to either m
uniformly chosen locations (as here), or to each location independently with probability m/n. This is only a good model
for steganography without source coding, which (particularly
syndrome coding [13]) is now prevalent in well-constructed
steganography, for both reducing the number of embedding
changes and choosing less-detectable change options.
Rate distortion arguments [13] show that a payload of at
most O(c log nc ) can be embedded while making c changes in
an n-element cover; the critical rate should therefore rise to
√
n log n. But there are two complications before a square
root law can be proved.
First, codes vary: the bound is only achieved in trivial
circumstances, and some codes do not even approach it as
n → ∞; of those that do, some are computationally infeasible.
A result that only applies to a particular code could become
redundant if new codes are discovered. Second, using a
code means that certain combinations of changes will not
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happen, thus introducing long-range dependencies into the
embedding process: can we be sure that this is not exploited
by the detector?
We propose to abstract away details of the code, and
concentrate only on the probabilities of change. Let us say
that π(n) is an embedding process if, for any fixed cover of
size n, it describes a probability distribution on the stego
object (see also [9]): we ignore the coding itself. We write
H(π(n)) for the conditional entropy of the stego object given
the cover, which is an upper bound for the payload size. Since
useful codes exist that convey payload within a multiple of
this entropy [9], proving a square root law for embedding
processes is sufficient to prove one for practical codes as well.
Codes that introduce long-range dependencies can be described by such a model. In practice we would not expect
a good embedding process to introduce many strong dependencies, because this only reduces its capacity (entropy).
Considering only capacity, embedding processes that induce
independent changes are optimal: they maximize entropy.
But the same is not necessarily true of security against a detector: it is reasonable to conjecture that optimal embedding
noise might have similar covariances to the cover.
√
Note that a square root (here n log n) law cannot hold
for all embedding processes, because there are some that
are not asymptotically efficient (simple overwriting is an
obvious example). It suffices for there to be some process that
√
guarantees o( n log n) asymptotically undetectable payload
bits. On the other hand, we will require the upper bound to
be inescapable by any embedding processes. Hence,
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make exactly one change per block. This will have enough
√
entropy for o( n log n) payload bits, and we expect to be
able to adapt the ‘shortlist’ idea from Subsect. 4.1 to the
structure in this embedding process. Such an embedding
code is well below optimal, of course, but for the asymptotic
result it is enough to be within a constant factor of optimal.
Part (i) will be the more difficult, as the embedding process
might have long-range dependencies. Either they will have
to be bounded by assumption, or it will be necessary to show
that too many dependencies that are too strong will reduce
the entropy of the embedding process too much.
An advantage of source coding is that so-called ‘wet’ locations (in the language of [12]), where a change is considered
perfectly detectable, can be avoided. Paralleling this, we
expect to weaken the no determinism assumption (NAD), so
that not all locations need satisfy it. We would then replace
the cover size n by the number of ‘dry’ locations that do
satisfy (NAD).

7

CONCLUSIONS

Consider the detector’s choice of detection statistic to
be their strategy, and the embedder’s choice of embedding
process theirs. Add some payoff related to detectability and
this is a game-theoretic formulation of steganography. The
above result, which we call an adversarial square root law,
proves that above the critical rate the detector has a winning
strategy (regardless of the embedder’s choice) and conversely
below it. Unlike other game-theoretic analyses applicable to
steganography [1, 15, 25], we are not locating an equilibrium,
rather we prove something about its asymptotic behaviour8 .
Part (ii) of Conjecture 6.1 should be the easier half, because we get to choose the embedding process. We cannot
overwrite a fixed m locations, because this does not have
enough entropy, but we can make use of the same trick as
√
√
in [21]: break the cover into o( n) blocks of size ω( n) and

When embedding is perfect – a process that does not change
the probability distribution of covers – or if the embedding
learns a cover model so that the embedding tends to perfect,
there is typically a linear law of steganographic capacity.
When embedding can introduce groups of pixels that are
impossible in cover objects, there is typically a constant
capacity that does not grow with the cover size. Once we
exclude the first case (with a no free bits condition) and
the second (with a no determinism condition), it takes few
additional assumptions to prove a square root law.
We have shown that this holds for a broad range of cover
models subject to two main conditions: direct dependence
of finite range, and exponential decay of covariance. This
includes inhomogeneous Markov chains and a variety of Ising
models. The latter, particularly, bring the theory of the
square root law to models that are closer to the practice of
digital media steganography.
We do not claim that the sufficient conditions, from which
the results of this paper have been proved, are always necessary. Consider for example a cover model without exponential
decay of covariance: do strong cover interactions make detection more difficult, or easier? One might expect the latter9 ,
in which case it should be possible to drop the assumption.
But consider binary pixels drawn from a Pólya Process, a
MRF with unbounded dependence: it can be shown that the
lower bound holds anyway; covariance does not decay (at all,
let alone exponentially) and the upper bound does not hold.
Space precludes further discussion of this fascinating example. Space also precludes discussion of infinite-range Ising
models, which in some cases can be analyzed with extensions
of the methods used here. Another generalization would be
to weaken the no free bits assumption to a conditional rather
than joint distributional difference. This should be achievable
with a differently-constructed detector.

8

9

Conjecture 6.1. Under similar assumptions to (C1),
(C2), (C3), (C4), (C5), no free bits (NFB) and no determinism in covers (NAD) or stego objects (E3),
√
(i) if m(n)/ n log n → ∞, then for every embedding process π(n) with H(π(n)) ≥ m(n), an asymptotically
perfect detector exists;
√
(ii) if m(n)/ n log n → 0, then there exists embedding processes π(n) with H(π(n)) = m(n) and such that every
detector is asymptotically random.

In [1] the payoff itself is concerned with asymptotic behaviour: the
exponential rate at which detection tends to perfect in the case of a
constant-rate payload.

Adaptive steganography typically employs the following heuristic:
cover locations that can be well-predicted from others are bad choices
for embedding.
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We have only considered cases where the cover and stego
distributions Pn and Qm
n are known to the detector. Of
course, in absence of this knowledge the lower bound still
applies. When can the critical rate be raised? How much
knowledge is required to keep the upper bound? These are
questions for further research. Note that the model where a
detector that learns about the cover source [22] is problematic
when the cover is nonstationary, unless what is learned in
the past gives information about the future.
In this paper we have omitted a third clause, which is
included in some square root laws: if m(n)/r(n) → c, embedding on the critical rate, we can sometimes calculate or
bound the KLD between cover and stego objects, proving
-security for some value  (e.g. [11, 21]); equivalently, compute the Fisher Information of the embedding. In view of
the drawbacks of KLD raised in Sect. 3, we are unconvinced
that this is the correct aim, and perhaps we should try to
bound the TV between cover and stego instead. But the
proof methods of this paper, which rely on inequalities rather
than exact asymptotics, could only ever give loose bounds.
Finally, we have made a conjecture about a square root
law for adaptive embedding, which is of an adversarial nature.
Given that adaptive embedding is now dominant in image
and video steganography, a proof should bring the theory
even closer to practice.
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